
Qeatleaeu, this period vill "be devoted to the subject of coaaunicatiaas 
security, hew It can be established and Maintained . 

thru or four years ago ^ ( wi js-tal h ' l e f ure , t he sttilrat- r T^lcgz^^ 
aanther.J5ei»v« < ergcBgcQr OP This subjects 1 ASWit tlacfc tlae there was being 
hasxMcred into our ears over the radio in Washington a slogan concerned with 

automobile traffic safety, The slogan was: "Don't learn your traffic 

if&v-vfv 1 A ^ 

lave by accident . * X thought the slogan useful as a title for ay talk but 1 p-- 

-T-— ■ — -™ ■ 

»y talk m tbnDi ggflMjbbaay at nn thin nrwij by reading the Webster Dictionary 

r 'h *• 

4»f initial Of «- Hcrt Vd!,.,-. I too., of ooor... ^(idrpor Bor. 
,.Mr -yoot 4ta«U, concornod with C(»BEC 4«U«,tot » rotonttol «tt» 

cownmnders of fighting units the definition of the ward "accident** should be 

h AoS/ 

of interest In connection with what will be said in a nostent or two, so X will 

A 

read Webster *s definition if you vill bear with as. 

"Accident: Literally a befalling; an event which takes place without 

one’s foresight or expectation; an undesigned, sudden and unexpected 
event, hence, often an undesigned or unforeseen occurrence of an 
afflictive or unfortunate character; a Bis hap resulting in injury to a 
person or daaage to a thing; a casualty, as to die by accident." 

Baring defined the word, X will not proceed to Bake the definition 
relevant to this talk by r minding you of a minor but nevertheless quite 
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isqpartant episode of tbs war of tbs Pacific during World War XX, and X vill 
introduce the Account of that episode by saying that! During the war the 
Freeldent at the United States, Cc*a*u*der-ln-Chief of the Army and Savy, the 
Chief of Staff of the United State* Amy, the Cararanfler- In -Chief of the United 
State* fleets, and certain other high officer* of the Amed Force* and the U.S. 
C k r veraawn t Journeyed several tines half -way around the world to attend special 
seating* and conference* . They apparently could go with safety almost anywhere 
except directly over at across enemy ar enemy occupied territory. They net 
with no accident. On the other hand, the Japanese Co**aander>ln>Chlef of the 
Combined Fleet, Admiral Isoroku Xaaszaoto went on an inspection trip in April 
1943, the sequel to which nay be suwaarised by an official Japanese Navy 
ccsBxunlque reeding in part as follows 1 

"The Ccseoander-in -Chief of the Coohlned Fleet, Adniral Isoroku 
Xamnoto, died an heroic death In April of this year in air coefost with 
the eneny While directing operations from a forward position." 

Ae is often the case, the cooeunlque did not tell the whole truth. 

Xkauuaoto didn’t die in air coabet with the enemy while directing operations— 



he set with an accident. X don't know who first used the following terse 
statement, hut it 1* decidedly applicable in this caset "Accidents don't happen. 






they are brought about". V.8. Savy coswcunicatleog intelligence experts were 
vseding the Japanese Envy's Jdgjbwesenscai message* ^d-ahey. were not secure. 

J “•P-la=4’ # »■ ** *“ “? ^ “T 4 *; 

t, the tine he would arrive at S 

u r\ 



They knew when he would leave Truk, the tine he would arrive at 8 ukay vh eo ^wr * 
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^ p^jA , jlXc> , 

^Wd4-i »v » 8 Bul a t f ar- lalal i*. they also knew what Ms air escort would be, 
and so on. ,-~tbat Tt vu relatively easy to bring 



rtout to. "•»**>*" *— »to «. to .uftor^ our top CoHfflund«r-ln-CJil®f 
and hie party, oa the other hand, journeyed vlth safety because the cocamwics* 
tione connected vlth hie various tripe were secure* The Japanese Commander - 



in -Chief journeyed in peril because his communications were insecure . JR* 



$J\t XJTJ** jH^ 4 vV ' \ 

death vas no accident in the dictionary sense of that word — it was brought) 

r 

about. \ The Yawunoto incident later gave rise to a somewhat amus i ng excha nge 



Of TOP ETCHED telegrams between Tokyo and Washington^ /Ufter the war was all 

« 

oi Wju*, 

over certain teksgMM* turned up in the Forrests! Diaries# fro* which I will 

now reed (Page 86); 

\ 

The farwsi surrender took place on the deck of the U.S.S. Missouri 
off Tokyo Pay on September 2nd. The mood of sudden relief from long and 
breaking tension is exemplified by an amusing exchange a few days later 
of urgent TOP ETCHED telegrams which Forrests! put into his diary. In 



the enthusiasm of victory someone let out the story of how in 19^3 
Admiral Yamamoto, the Japanese Havel Conmander-ln -Chief and architect 



to the Pettrl Harbor attack bad been intercepted and shot down in flames 
as a result of the American ability to read the Japanese codes. It was 
the first public revelation of the work of the cryptanalytic division 
and it brought an anguished cable from the intelligence unit already 



engaged at Yokohama in the interrogation of Japanese Naval officers. 
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"Yawrmcrto Story 1a this morning's paper baa placed our activities 1a 
very difficult position. Save meticulously concealed our special 
knowledge, we now become ridiculous.* 1 They were even then questioning 
the Japanese officer vho bad been responsible for these codes and be was 
hinting that In the face of this disclosure he would have to commit 
suicide. Tbs cable continued t "This officer is giving us valuable 
information on Japanese cryptosystems and channels sod we do not want him 
or any of cur other promising prospects to commit suicide until after next 
week when we expect to have milked them dry. . . . " 

Washington answered with an operational priority TOP SECRET dispatch. 
"Your lineal position on the list of those who are embarrassed by the 
Yamamoto story is 5,692. All the people over whose dead bodies the story 
was going to be published have been buried. All possible schemes to 
localise the damage have been considered but none appears workable. 

Suggest that only course far you is to deny knowledge of the story and 
say you do not understand how such a fantastic tale could have been 
invented. This might keep your friend happy until suicide time next week 
which is about all that can be expected." 

But not many years passed before the Japanese began to realize what bad 
happened to them in the cryptologic campaigns of World War XI. For example, 
Rear Admiral Nomura, the last Commander -in -Chief of the Japanese Navy said 
(this was on an interrogation) i 
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*Sot only bare we been beaten In the decisive battle* of this war, 
but alao we lout Uw communi cation* wax. We felt foollsbly secure end 
failed to take Adequate measures to protect our own ccaaaunicatiotuj on one 
band, while an the other head, we failed to succeed in break 1 ng Into the 



enemy's traffic. This Is undoubtedly one of the mjor reasons far our 
losing bottles and In turn one of the major contributing factors to our 



losing the war. We failed in c orngunl cationa . H 



tract a Janneta SaVal Officer; 

,-y 



f / 



"C« «*7T w «*«*■*» tfa. tatu. « «ij. rrtlo v»y„. j Our 

/ / / . ! 

cards ware bad and the enesy could read our band. Ho vender we could not 

/ / / r ; 

vln A . n this .goiter gone . * (Toehiyukl Xckei . The Story of the Japanese 



^Sjt^SSSr) 



/ 



Books recently published In Japan by former Japanese naval 

effioexs cone out tjxite openly with atatftswat* attributing their defeat to poor 
CCK3J5C on their part and excellent American COMIHT and COHSBC. For example. 



there is Captain Puchida’s bock entitled Midway t The Battle that floesaad Japan, 
Chapter VIII, p. 131* 

"If Mairal lamamoto and his staff were vaguely disturbed by 

v t r 

persistent bad weather and by lack of information concerning the doings 
of the enemy, they would have been truly dismayed had they known the 
actual enemy situation. Post-war American accounts make it clear that 
the United States faciflc Fleet knew of the Japanese plan to invade Midway 



•ten before our farces had started froca hoot waters . As a result of sops 



1 



■ v . 8 



anasing aehi 
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its of American intell igsnce, the enemy bad succeeded 



in breaking tbit principal code then in use by the Japanese Navy* In this 

» • . * .. _ _ 

way the enemy vaa able to learn of our intentions almost as quickly as 



ve had d« 



them ourselves." 



*>noeil_i5_a 

\ '• 

shidis^ sayst 



. chapte r > 



— - — •* • ** 

, Captain^ ) 



*The distinguished American Maval historian, lesser Samuel E, 



Mprlsan. characterises the victory of the United St&tes forces at Midway 

\ \ ' ' X 

as \‘a victory or intelligence * . In this Judgment, this author fully 
Concurs for. it is beyond the slightest possibility of doubt that the 

*■“ 

and ^mediate caise af^ap^ese defeat. Viejfed from the Japanese aide, 
'this suc< ess of i&*^nemy*B intelli^n^e translates itself into a failure 
ha cntir part — a failure to take adequate precautions regarding the secrecy 



to invade Midway been concealed 



cdf this battle 



well have been different.’* 



, Lest you Infer that our side didn’t meet with any COMSEC accidents, let ms 

s 

» 

■ S'* • 

, , ■ " . ■ « -t # 

say that we had plenty of them. These were not attributable, however, to 

t' ■ 1 . 

Serious weaknesses in cur COMSEC devices, machines and procedures, but 

t 

principally to Inman failure to follow the rules implicitly or to weaknesses in 

e ^ Tl ^ 

, - J * -•> ’ 

the COMSEC devices, machines and procedures of some of our Allies. Take far 



St 

— £-- 



.Instance the heavy losses that the United States Amy Air Corps sustained in 



"• V»’ r ■** ; 

“_c 1 

„• '^4* • 



V- - 






their air strike* on th« Ploesti oil fields la southeastern Europe. We lost 



-lit 



la Russian ecnpamfeatia^a 

f ** ^ ” . -■ 

tUtut ed f ic lddayg for 
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♦IrfusuMu. ■ gfaossLMgJBsala car** 



^ i - t . 




W*«ui 




several hundred big head era Within a relatively short time because of weaknesses 

•_ * _ - . . Ai A» k . .1 

V)Mr. 

■f 

jthe.,Qgwoan fighter commands, b cc a t$s ^m »gely by- traffic. 

' ®wr ,WwXeo j2*fcr 

j j jnnlywt s j srrrf ■ ir l mrYe A nrff1~ tirwlyrilir at thstty S hs y haeaA exactly vhen^and where 

Vlluuv Ov^ 

JWe found vhat the trouble was, .b ut sadtosa y, it was 

A. N 

_ _ fc ^ B — -**- o&SLxqa *t&jnur 

too late. This incident leads me to say that^tae COHSEC weaknesses o f Allioo - 

yfttJkJL 'Ip eX-ltrvCL<'fr' V^-*=- £L U^V4j - * &4*d^ 

s t Vdn t o d a y lead t o a- w they serious lllaes^whlcn -Affl i c ts o u r high level 

'VvawvV' ,&«- ^fo oJv 'V&a_ 

authorities f r om tli a e -t i t iiaB^-Xlva-glveri the rtlseate-ar name*' rnryptologic 



. . - .r? “T* — - ^ 

ila ^* ~ l t de > W: LopeJy Uea auw is lo r n be l weaxi na-' Wfg^i Miq g & caire to"T 
jk & er^ 'a £ * *t r x* *> 

^faS ^liiTOiB tu inua f i^BJUfl Ly-traffie^^r Eryptanalytlc opaoraMoBfr-sBA the almost \ 
^afiaac safer 4eia ggjt Xay « i < * ■/ V\»- Quu ✓V'O 

ti gr L» la knowl e d g e tm t r" she saias tj*lMTie is hil6 being read by others and should 

. , uk. um^t. <*— «. (J 3 ^ 

„ e^cafflnott-eaony. Vhat to -dot -Bm» far . - up ■ r e al 

: us^X^A oi ' “SLu 

; psychiatric - d r ” psy a eoan tlytie eure has. been fcaindfcr the Ulnesd - . "■> The- puwei'a 

* i - 

thytduc BBStt dddreedyth tt -the dllatgs vill b e avoid e d b y the. very alflple -ruling 



"COMSEG interests vjtll always over-ride wishes < 



It Is hardly neces 



kary to tell you that with the advances made in the 



if- 



COroaunication systems, 



' Invention and development of a|fe the many . iemtswseatalltles of warfare, including 



the so-called "penc il-and -paper ciphers'*, the hand- 



opdrated small cipher devices, the codes and code systems of farmer days, even 
Out *-0 

^wriag._sjS throughout the period of World War I, appeared to be and were indeed 



completely inadequate. 



Military, naval, air, and diplomatic cryptographic 



-k5- 



> * 



;r 



CciMalicatiaac bad to be 



and developoaimt bad to travel was that vbich by mechanical or 
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speeded up; and obviously the road along which crypto- 

- V - , 

1 *\ * * .1 



h^uajtdl. 



A»J 



1 * ’!» 



'■* . eieotro-mechanical apparatus crypto-communications would at least begin to 

• * - i * * ’ 

Approach the ever -increasing speed ccf electrical ccmauiTL cations 

^ — — --- -^oaA^jLulk 

. (The need to invent, develop and^ftfas&d 
practical crypto-apparatus became obvious even before World War I bad 

y • i ^ ■ , . • m 

L •> ill ‘ • 

* ’ r _ . 

• m * ( t, 

*nd«d. ittda a truigmjibat -aor aattiilaTion T; ptrORges3fe8 In our 



uac. 




ass has "to f ollSTlh eofiESmio&tiocas aysteas and 



ms remind you that the impetus far devising and 

~ ,r ' ^ K ' , , 5 . _ c 

-^etta/y <*~<L 

developing. faster means far crypto-communication came not only from the need 

.• * . . 

r ■*» • 

. -< 

• J # 4. • ■* 

" • for speedier crypto-appi ratus to match the ever -increasing speed uf elec IriiiSl 

■ - ‘ ... 

* •<* , * , - 

liiaini»nif5Uiiiis^ but also — and perhaps more Importantly — from the need far much 

•* "* k ' 

■> • * • , • - 
H ' .i ‘-x 

- greater security in then ms communications , which were now largely by radio and 

„ *i. 

- 7> ' 

therefore susceptible a’ interception and Study by' the enemy. A v '^-' ) 2 u*£iL »JJi i <yjuJZr 

* * ^ ^ _ 

/? * v ^AT^^bi^c^^ of fr*t& 



.V «^pto-maChinery , and c: 






rypto -apparatus will therefore be of some interest. We 






proceed new with fljB slides. 

haXAtk* ^trirw ^va. -‘‘tv agy^a^r* 1&, 

**"■ - v ‘ "'• - - > 1 show y o u the earliest cipher device known to history i^TJxts^aiide 

••; ^ , L. ' . 

jts n a 'pt i t ure nf the cipher Alsk^/ywin team Alberti, who wrote a treatise on 

‘ " V 

Ciphers in Borne about lVf0. -ft is the oldest tract on cryptography that the 
tfGrld possesses. 



w - 



WI ., ^ - # 

The^ next slide shows a similar sort of wheel which appeared many years 






use of 



a r' n SmJJ uMtari 



u 

device i 



k* ebiuli t“ sbtwed ’^ou aftei' the first period, recommends the 



, if you cal l- it a d 



device. 
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. «y wujf- 



A t nil I ' 

iyt00TV££r t 

— a» i '« e aa ■ •* 

JSSBICW 




lief Signal 



slide pictures the U.S. Army 



. / y&iul 10+4' 

;; Cipher Disk, /()^^^ | used la the period a f Wor l d Wear * * It follows exactly 
' the MM pr iaa {ple$ that Alberti u fc c d . ft seems to have taken a long 
far the Signal Carps to get caught up with Alberti^ 



l* - 

* • 



Sow X know it takes a long tine to nurse a patent through the United States 

ri . ‘ . . - 

- . ' '• ■ •-. . - ' y-u. 

latent Office, hut Alberti's device was finally patented in 192k. Sere ^fcbe- 

- *v 

* ‘ .'*-"** - - m - ’ i . , 

Sext is a picture of the Wheatstone Cryptograph, the first real improve- ' 

^ t s . ^ , 

ttdnt on Alberti's device. X have the only copy in the United States, maybe 

-In the world, and X've brought it with me. .Wheatstone interested himself in 
# ’ -A 

• ■' i - ‘ .• ’ ; • ■ : 

- efyptogrAphy Mad ^4^ invented his device in the latter part of the decade 1870. 

1 ~ 1 

' ys‘ ■ ’ . “ - r 

J Xt“ is not just a simple cipher disk. it consists of the 

X , - . * " . ^ * * . ", * 

;I> ' - “ v % . ‘ 1 ^ “ , 

-ordinary alphabet on the outside and an alphabet on the inside end the latter 

' - .. 'f * 

a mixed sequence; but there is one additional important feature— the 

‘ 7 

Alphabet on the outside contains 27 places, the one on the inside, 2 6 . There 

f * . t* ■» . - f . * 

Is a differential gear in the device so that as you encipher a message and 

‘ ‘ * . 

, ,*■*-./' * . ' 

- ' ” * * ' . ’ i , 

"Vtupn the big or "minute" hand to the letters to the plain text, the small or 

11 hour" hand advances one step far each complete revolution of the "minute" 

> " " * • 

1 v . 

hand. Just as in a dock. At the close of this period those of you who would 

i ' 

1 ■ i j 

1 * 1 ■ “ ~i> 

like to examine the device may do so. 

*5{r < 

Haw in 1917, in casting about for a field cipher device for use on the 
Western front ; our British allies resuscitated Wheatstone ’a principle. 
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embodied it la & little different mechanical form, and made thousands of them. 

. - > 

Sere Is one of them and here is an American copy of the British model. It 

has a 27 -unit alphabet on the outside and a 26 -unit one on the inside; hut 

' * - » -1 

( # "" _■ t , 

there is now one additional and very important feature. You will notice that 

Cl b*/ *VW0rvJ“j3"C VTOLhJ-oJ^fia. \ * 

both alphabets a rs nea r dis a r r ang e d “fo r mixed sequences, vhereas before. In 

Jta. 



the original Wheatstone, only the inner alphabet^waa-aixed .^/^^iL^suppgae you , 

V - - 

would be interested in a story about this thing. It was decided to adopt the 

device^ far use an the Western front after it was approved by the cryptologic 

/ 

S 

»* ' / 

authorities at the GHQ's of each <jf the principal allies, British, French and 

«■ ; * . . /■• . 
r / , 

American. A\opy of the device vas then sent to Washington and the head of 

' ' " % '"/ 

teaching school — remember that photograph I shoved you of the school for 

■ . v • - / . . 

Instruction in cryptography and cryptanalysis? Somebody said vhy not send it 

’ * \ .A -i 

' \ / / ‘ 

Out to Hiverbank and see what they haye to say. So they sent out a set of test 

■' \ / .. 

messages and one day Colonel Ikbyan cause walking into soy office, handed me a 

•; A . • \ .. ■ 

piece of paper, and said: "These are in Wheatstone, I think. Solve them". 

' 7 :/ \ . v : 

X took one look and saw there were five messages, just five, and they were all 

^ ; * ’ \\ ’ . L.J& 

,very Short — each had about 35 letters. 1 ilald, *0hJ* it’s to try this. 

X have other ^i a h to - f ry." The Colonel said, Poking hard at me£ "Young man, 

■ ' ‘ \ • 

on the last day 0 / each month, you get a little green piece of paper with my 

. / >; “ ■ • * \ 

name in the lover right-hand corner, eUdfcVs If you would like to continue 



, .7 

wing tnos 

■ '/ -/■ 

away." I said: “"Yes, 



• A: 



receiving those bits of paper, you ( ll start working on these messages right 

\ 



Sir!" Well, X started In and by means too involved at 



\ 
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t 1 



-s,’'. ■ ■ V' ®VA- 

'the Esotoat to tell you, I felt that the 







had heen derived from a rectangle based on a keyword, and It 

} ~ 

appeared to me> from the distribution of the sequence of aboyft half-dosen letters 

jnujpttrt ^ : a 



J‘d reconstructed /s that the keyword j 

v.A 

er ,r . At iha 



might have been the 
,t time I'd not discovered what 1 ' later turned out to be 



word "cipher 

\ 

an important new principle in cryptanalysis -whereby having the one alphabetic 



sequence the other could readily be found by a process of conversion. So not 
: \ / 

having this principle 1 was at a loss as to vhat to do, except try to guess 

* .. ' ’ \ / 

what the other alphabetic sequence might have been based upon. 1 sat back 



and thought* How, if a chap is a imple ~minded enough to use as a keyword a 



Vord connected with the subject 






*' - .* 



he would probably use a word associated in hik mind with that word as the 

. for disarranging the alphabet. So I tried every word that was 

' ■, * ,; v/ ~ / ' . ' \ 

, associated in my mind with the word ’'cipher" — "cipher alphabet”, "cipher 

‘ •- ■’*: ' r / . ' - " ; 

< 1 ■" ; 'V' / • *’ • * \ 

device", "cipher polyalphabet", and so on, one after the. other. This took a 

•• . \ 

* r ' J \ 

little time, because with each guess I had to derive the mixed sequence and 

try it out on the messages. Finally, I cams to the end of my rope and said 

V* " / | 1 W 1 \ ' 1 1 » ** *■ - \ 

/ ; \ \ ■; ; ; • - ' \ 

, to the then new ifra# J^iedmaht "Slisebeth, I want you to stop what you are 

: . y "t^A : - '*■: ■ ■’*. : \ 

. 'doing and ,.ao something for me. How make yourself comfortable," — whereupon 

•* ^ -■* . .. ~ AujL Seudu', 3'W . \ ' 

She tjj$k out her lipstick^ 9&SI made a few passes with It j ^1 said: "Now X 






T m 









\ 



v *' gening to say a word to you and I want you to come back with the very first “ 

«ms c l & z . 

I . A re yrm readyi" —-She s a jd t ___ " Kjg“S T «e**f 



<v V (, v0ir ^ that comes to your mind . 



.? . 



.if * K “ . 



. t* 

ff 



. ■ t . J» 5 L 



.1 a. 






?.»• 






“ , 

I> ll> *1 
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*■ 






‘ - - *4^u^* saldi " Machine " . Machine vae the word. You see my male mind 

. \ * > . ' - ■ : , . S - 

. .didn't regard this thing as a machine at all; hut the female mind is, aa you 




/ Jww, a tjHng apart.., Wall, the megaages were deciphered in a hurry hy me. 

’ •- y y' ■ \r \ > 

' J r \ «/ / 

The first message, hy the way, reads "This cipher is absolutely indecipher- 



able . " We sent the solution to^Waehi^gtoni where on arrival there was a to-do; 



- 



^ 4 



17 s 



tbfers m *lao a to-do in Eurojp . I ^rote up the solution and Colonel Ifebyan 

GrHQ. 

sent it 'to Washington so J & it when X got to ^QK^three or four months later, 
J. wasn't very popuJ^t ' with our British friends, because a mere amateur had 




found something their experts bad overlooked. Moreover, What was worse, they 

. ‘ ’ r ' , ; >\ 

had to withdraw the device from users, and thousands of them had been issued. 




Mow\l. ahov you a poor picture of a very similar device, bearing iSa ?te 

V • « ■ f » „ - , 

\ *' . >< ■ 

", face the engraved date IB17. it was invented by a Benias Wadsworth, at that 

r 

time the. Chief Ordhgnce Officer of the United States Army. The device itself 

' is still in operative d^dition juariT is housed in the museum of a little hamlet 

* ' ' » \*> 

In Connecticut - . I borrowed 'it for a short time from the curator and unfortunately 

s 

-V o 

didn't have a aero picture made, necius Wadsworth anticipated Sir Charles 
WheateiJone *s invention by a good many 




1 - " (. Wext comes the cipher cylinder. A French Army reserve officer, Commandant 

«» 1 * * * • * , „ 
i -■ • 

^aicerles^ tried to interest the French Army in a device which he called the 

- . . 1 * • 

"Cryptographe Cylindrique", or cylindrical cipher . His device consisted of 

f r 

. S» • ,*-'*.* > r - ■ ' ‘ 

a series of disks with a central hole so that they can be mounted upon the 

* ' ' , - 

shaft; each disk bears am alphabet (of 25 letters in this case) in disarranged 



* 50 -. 






t 



r& 



g /- -■* 



> ; . • 



REE ;iD : A6.3£G6'V ' ' *’ 



: ' ■ Vi ~* • • ‘ --y' '*■ v, ^ '* % 

•.* .V.'.\‘srr , , 



* H ’ * ' M, 

- * . v - > ^ ; "j. 






• 1 * te&iumce,' and the mixed alphabets are all different, each bearing an identify- 

• - "t 5. ' * . t e- -r - ix -,-1' ‘ *- '. ^ ‘ . ” 

■ ■ • -t . -• -V - ■* * ,- ■ ■ *r ... • - 



l .. % * 



v r„ ' ,4-ng letter or number for assembling them upon the shafts in some key order, so 

‘ . .I'., 1 '. • V V:(. ; v .*-■ 'v- . .. v - ’ ■ 

. f • ** “*?■!?“; 01 4I,ta - «* 11 — "• 

v .. .. - - • --•>■' '/•■ ' 

’V, , - You put your message into cipher 20 letters at ,a tine (because there are 20 

' ' ,-r j- ■ - v *' ' ‘ „ ' ‘ ‘ ‘ 

■ * ^ - - • *■ - * , * '** V 

. / * > m * , * 

- , • - i* 1 *?)’ * --otatl^g tte rlag. to tto letter., of. your ptala text _ 

. . . ' ? * - - n ■ ' • 

■ -f - . " 

. Tr ' ' ' ,.V.- .» » ' - . - *. • X* 

* hor Isant&lly , whereupon far the cipher text you can choose any other one of 

* • * * . * - * * » • 1 : • 1 
*■ J . . _ . , % « 

* v** . * _ „ . x * V “ - J 

'* W * - . k » 

the other 2^ -rove of cipher text. (Baser ies used a .25 -letter alphabet.) 

- * J* * ' • > - 

* - ' ■ . • ‘ r * “ * 

V , ’-!< / , 

r e V*." ** . -V- ^ . - , * ' - 

This principle seemed to be a very good one and messages in it appeared to 

• V.?' ■ • ■ - 

i ' b^ quite^safey ^ HSrs^^^ pTcturft "Of,, the quite a coatro- 



+ Tv -■ Versialist — and^he^ letters with^ejR^ch War Depart- 

/•?.. . <g- f ^J^ .ortorjgot; mjftfbgre in his attempts to get the Army to adopt 

-lr ‘ . ‘ • ^ ^ •* — 7T •- — ‘-'V,*’' — 

.* A-' *' •' ' > ' . 

i',. " oj; h& ciphers. . - . 

‘ * * - ' ■ > 1 ; ‘ 






In. 1915 , an American Army officer, Captain Parker Hitt, about whom I have 



V , b \ I , .WJl' > 

."'/ told you, conceived the crypto-principle of the cipher cylinder independently. 

a - '* \ ■ V 4 . V * “7 ^ • - 






v- r ' Se knew nothing about Baseries. His device, however, took the form of strips, 

: • 1 r :• > - 

’■ *. you see. This was Hitt's very, very crude first shot at it, and, as a gift 

".v?; -3^ ^ \ 

, #!%#<* #*>*&• collation, in. 1. . letter «Aa, on. to 

, 1 > , * •#. 1 . ; — 1 

. made in 1915, with the paper strips mounted on wood- -wooden sliders. That 



-v ; -- . 



.z\~? 



j ■ device was brought to the attention of the then Signal Ccjrpa Major Marbourgne 

. ■ •/' - ’ ‘ s' '■ fc * *.* - ' ' ' / ■ T “ 

' - s ” r . - ^ V V- ■ 1 ; A 

- in WasBingtco, who thoi^ht he'd thought up something new when he made a 

k - ’riy - -*? *‘"V •••■>■' - * - . 

I.f ' ■ « i/ to.. '*• <• 

'V • -* ^ * ** * * .. ‘ h X. • / ^ 

' t '-V-* 'Cylindrical form of the thing, going back, unknowingly to Baseries' model. 

• * '■ x ."x 1 •? . . . 

x f . j, to- ^ , L 3m r 

** 1 ,fi * ' *. - - - r . -r; 

iV -.- , v ► * V’ - ‘ - c-i' # . t*- **. 

* jk. - ’ *v . - - r 

•-i7 Here is Mauborgne's model; it is made of brass and is jvery heavy. And here's 

‘ T ' \ ^ f *. . ■« 

9 ?V ^ ^ * 

“l the final fcrwjof the device, as adopted in 1922 by the U.8. Army. It became 

■ ‘ j ’•* ■ \ ' Jr r P* ■ 

' • ; * % * * .'l - t . * *■ . . . \ 

* : 4 - , ' * - . v : * " - ' . - 



a^i 






' ‘•Si- ' ' 



* -> 



/ 
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« -\jfjiat wo call Cipherbeviee, type M-94. How, when Major Marbourgne decided to 

: ' ' ' ■“ 1 >» 

4 H . 1 ~ - A.' 

5 -go ahead with this device, Mrs. Friedman and 1 were tack at Riverbank, after 

X had returned from the AEF. Ve didn’t think the device was very secure and 

’ * ■ .. ’ 1 ■ : 

.► * * . 
v * - * k 

•aid so, whereupon Maubourgne issued a challenge, vhlch was accepted. He sent 



. i 



^ 65 messages. We started in with our crew to try to solve the messages by 

* ‘ ’ j-’ - >*' ’ „ - , , , v . 

- / . ■ . * ■ - 
' ‘ ** . , 

^ lining them all up and trying to guess words in them. Xt was no-go. We spent 

i*' ■' 

, ^ -:»/ • » --- - 
' i-. ' 

• *• *■ \ - - . . k 

* v . a lot of time trying to solve those messages — and so did the crew at crypt- 

A ’ ‘ - ^ ' *- , 

‘ r * T *" 

analysts in 6-2. Teh years later I found the plain text of the set of 25 

' 

- * r ■ ' 

challenge messages amongst some old papers in the Office at the Chief' Signal 

• ' - * * m 
, ■ - ’ - ‘ ‘ 

• _ Officer and then X knew why neither we nor 6-2 solved them — look at them! And 

'* ’ . F 

• * ■, •' • w, ' . * • ... ' • 

..-i • „■ * 

‘ ve war# expect lag military text! Xa defense of Mauhargne I’ll say that it was 






dot he who cooked those test messages up 'for the challenge — It was one of his 



. w 



* -u 



*V#f*i®taats‘irho thought hia f d put one over on u a, vhlch he did. x r%» Knf rgrir tnlfl 

. -■*••** ' 

I " • -X ' . ” ■ . ’ 

: tuarta’ d sa id-to au aid e , *fnt U p g<3nft" i B 5 BUttg « B in thl t t hiag7*-esad the aide 

*n - r * T. 






tbaught the -h e at - thtngrttrflo was to make up messages of tBIB 075ft. When after 

-- ' . 

bov+ju y^ty frr Ae 

months . nobody had solved his challenge messages Mauborgne vent ahead and got 

„ f. ^ ’ *• „ . * 

« . ... », . ’It' m i 

*tta thing out, and thia-ieHto history Ol'TBS ddVAlupmeni of tne IP^TT^WriHBl 
- ’ f- ' ’ »****- , , 

< ' thousands of them made* jpg they were used lay the Anqy, the Navy, - the Coast 

r ' - . . -- 

Ouardand the Treasury. Here's a picture of the thigg. A couple of years after 

. ‘ . r ” f /^yJXjLy^o 

the M-9^ was put into service a friend showed ms a de s crt pll c m- od r -the a i ph er- 

>■ *<***> WrwP ^ ^ 

|^44afespdta tEe^ papers of Thomas' Jefferson. -&HRn9*m Jefferson was the first 

i ’• « 

. — v .** - 

* , X. - ' 

to invent the cipher cylinder principle, and he anticipated the Frenchman, 

- i - ' * * i ‘ . 

^ lfakVBZltn f hy a century/ Here is the first page of his description of his 



. . 






-A-.’ , 
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UluteJ^ £y^hui*> 

4«t1cs^ Here is the second pegs. You see bis calculations* giving you at the 

" 1 <4 1 _ 1" 

■"' bottom tiie number of perciutations that bis particular device affords — a whale 



- of a large number because Jefferson proposed a set of 36 disks. 

:/■ . ' ' *'• 7 7* JUfv.A^ ^ yw|foj 

- 2 a studying the degree of security provided by the M-9^- ^ soon cane to ^ 

' •’'*> * 4 ' ' \rf ' 

- ' - 4 3 '' ‘ ' 

. t - the conclusion that security would he much increased by the use of variable or 



• f- 



fic****\ &FVv?V WA4-VTKA A^jJhjX JW«D 

L^xSwd a gsAgst'b^iafc- on which we could mount slips of ® 



. “ changeable alphabets, 

' W-i. 

r s papftr and fasten thenreftd- th u o.* change the alphabet^ as often as was felt 
' ^ s*ttw vhertM-^s • 

osdeasafy. ^That was the beginning of ear variant farms of t£f strip cipher 
»■ - • ' " 

■ devices used by the Armed Farces, and later by the State Department and the 






Vfr ©usury Department. 




diy lnlraH 1 improve oaTHa” system, both as 



h a t’e wtisMd cipher de vigg. 

^belCray'SxSl the havy cryptographic 

farm af the 



as the ways of making the 1 atripe-ia gya ntity o- Here is 



a' picture of the final Army type of atrip cipher device. You Bee the c h a nne ls 

„ ' i ~ -I 

in which the alphabet strips were Inserted according to the daily key, and 

• 1 ■ * _ * ‘ ^ 

according to the particular crypto -net to which your command belonged. 1 mean 

by this that not all the traffic would be in the same set-up of strips or even 

’* * " \ 

‘tmed the same strips . The idea was to (hit down the amount' of interceptlble 



traffic in the same key. ^ rs »- 0 -o»a-s^>. <*— *^k 

H'T'- ’ 0 

Sext we come to a machine called the Kryha, invented by a German, iu about 

' ” * - * 

■ ■*■ * i . 

J ■** - 4* W 

.the year 1925 • $he Kryha was the last word in the way of mechanical crypto- 

. "* • • . . J r 

. t - * m ' “ * 

• k 

graphs at the time, and Mr. Kryha tried to interest various governments in 

' , 4 

r 4. ^ 

* 1 . - ' 

his machine. I think Z should explain it for those who have never seen it. 

.* i " 

- ‘ ^ _ * “ ,, 

■ • , * - 

* 53 - 

. * r - . . ■ - ” 

' ? i - ' • 



a 



4 
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Sere is an outer alphabet and here an inner alphabet . The inner alphabet 
■is mounted on a disk which is rotated angularly according to the toothed 

, 'A . ♦ ‘ .s..‘ 

* J t ' . ' a- ' 

! ,efceel -which Is In here . , (the alphabets can be rearranged if' you wish, by 
Sliding the metal pieces oh vhlch they are printed into the slots'. From a 

1 ■ JO K . % ’ ' •. . — . ' 

* . j- ' t * - t * • ■» r - " 

' 1 - j. 1 i* » 

' , t , . » , 

' given starting point and with a given mixed alphabet you start vlth the first 

, * * ' * 

• " ■* ’ - s * ' * ’ " . - V . " 

t !/.—•*’ I 'V ■ | , * * 

letter to be enciphered, see vhat letter stands opposite it, and write it 

* ‘ - v , • 

down* Then you push this button and the moveable disk will skip a certain 

. ■ . ’ . , ' . ' • ' ” 

- v 

•number of spaces, one to seven, something like that, and you encrypt the 

7 . - ’ ' ’ 



next letter, write down its equivalent , and give the button a push. How 



* to* 



here' is a dissertation an the number of permutations and combinations the 
Xryha machine affords , written by a German mathematician. - Ail I have to soy 

* , * * tv 

L 

* 

f 

about it is that in this case, as in many others, merely the number of 

r I ' 

permutations and combinations which a given machine affords, like the birds 

_ t . ■ 

■» . , 

that sing in the Spring, often have little to do with the case. Much depends 

r\. . ' 

■ upon Just vhat kinds of alphabets are employed and exactly how they are 
employed . large numbers of permutations and combinations don't frighten the 

cryptanalyst at all. For example, to give you a simple illustration, take a 

* > 

• " * _ * e / ' 

, / , J 

simple manoalphabetic substitution cipher. The number of alphabets that can 
< , , >; - . 

"be produced is factorial 26 — that 'a a large, large number— 403 quadrillions, 

291 i 451 trillions, 126,605 billions, 635,584 millions and a few more but you 

know as well as X that you don't solve the monoalphabetic substitution cipher 

‘ i 

’ ■» . - i' 

' by an exhaustion method. There are very much simpler ways of doing it. Take 

. <■ . 

Another example l Suppose you have a machine that provides hundreds of millions 



_ 



*■ > 

' . V * - ^ 



> 54 - 



i^aii 



■ * -• 
f 



J.. EO 3.3(h)(2) 

^ PL 86 : 3'6/50 USC 3605 ... * \ 



•*.- 'of nixed nipbabet# fexr use in encipherment, that is, the alphabets are 

' . « " - * *-* r .■ .• 
r -. ** . - i * - 4 * 1 ‘ * .i - ^ 

. — - » -* j , ■/ . '■ 

. preseated successively in a fixed sequence. Such a machine would give poor 

„ 5 . i -* * 

■■■, *;«*-* ~ ■■ ■ ' ' . -K ^ ' • . - . 

, *■ J t v 4 <L* ' «_ , *■ 

' Security because in heavy traffic many messages would be enciphered by the 




’ "i To return now to our general survey of crypto-machines it became clear 

' * ' ' - -• .'.V Jr 



. * -■*“ *■ ~ u j - » 

■ that there wa» a pressing need in the military and naval services for two 

- ■’ *- • , ' ^ < . . ?u . A«C !> v' 

,*,■-**• ■> '■* . ?* '' 

' * types of automatic machines, that is, machines which would get out of the 



real# of hand-operated gadgets . First we needed a small machine for low 

. : V-'/-: / • • . ' .*• 

jr " „ 1 v"*** . - ‘ 4*-' , ' : - * . . *■ " 

echelon or field, use and all mechanical j second, we heeded a larger and perhaps 

•. . * •*=> •„ * '• 'S 

<■ . >. 

W-r ' .* * t 

electrically-operated machine far rear echelon, hlgh-coomand use. let us take 

’ ' r'i. >■:-> ’ - : 

■* , ■* - . r* - ~ l \ r >■ %1 ; * . ‘ 

S' - W;- - . . *’* ' 

up the first af these two types and see what happened. 

t . T *• < ^ 4 

- * • ' *■ •• ’ £ ^ . “ .<* ** £ - * ' " . 

' . • - ’s *. V "• - *V U ' 

X show you next a development model of a machine constructed by the 

* 't"‘ * T I**.' M k , » % ' • V* „ J, 

Signal Corps laboratories, developed without guidance from Washington. The 

^ - - “ ,* w 1 * > 

, . ' - 

, * n - c . - ^ 

Director, qdf the Laboratories at that time was a great believer in autonomy 

*■ ■ 1 . ’*■ . • - 

* • , - . 

and he wasn't going to have Washington tell him anything about how things were 

■ ‘ » - - * 

^ to be done* When it came to developing a cipher machine, he decided that he 






and his staff could produce a really good machine without the help of the 

■- - ■ '■ 

cryptanalysts So he proceeded on this basis to use up the tiny bit of money 
'■ .. "* t ' _ \ ^ 

■- ■ vj’ ’ . baA-wJEGT 

that was. available — $2, 000 . We in Washington were unable even to know what 



- *f • ’ ■ '■ 

■r*- - r 1 _ V 



'■* 4(-V “ **■ ’■ 







* V 



• -T ' 
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:T 



_* - 



-; * * • r ' ./ -• ■ 






Vaa being "built until the final model vaa completed and ready to be delivered 



to uaj^j[ » qule^loofc 1 ’ aelwi a 1 like Cttlff ’ *gf * tter M r l siatt-to-put up scs^e 

v--: -- ' ‘ V > '-■ • 

TOjWlfUP Ui himself, so that ibe^Vould'tJe 'W rt q?22^ aa to^’w’hfftberTT'or 

, - , - . * -re ^ r 




•af -"ayHggetartaan3r TS^^ day 1 llld^ltiaate ^elp.^ '- Well/ he enciphered a 

; .a--'-.- » . - - : 

u \ r «■ / . , ** “ " 

f p s- messages aud ’ fr ^WSgglSt Him 11 pack the anig^By^to- the . flr stoaa.in 29 minutes^ 
Tir** to t be-reat of~thfeil '■** 3? < yCBatea. mie whole development 

- M* 1 * 1 * ^ __ * ■ . . < n ' 

represented a loaa of time and energy and moreover. It wasted what little money 



X 



we had for such business. T'WgBrTE? Kttl-you^ 4 *»> * • - waa^ Sqr afeising^^. i 

an ~ *" 



f \ ^ When we finally vent to pick up the machine, I talked to Colonel So and So, who 

i 

V 

told me with same pride that his machine was all mechanical and that there was 
nothing in the way of an electrical machine or operation that you couldn't do 



mechanically. X asked t "Colonel, can you light a roam mechanically?" To which 

lT\fl>iao 



^>1 he replledi "You've said enough- -.get out. Thj^fr*s the machine, take it with 
you." The power source, which in the model was laughable, he planned to 



motorise 



•is e,» But l *o uob" Te gcet -te-eay that the crypto-principle was very 






i -te-*ay 



crypto-principle was very 



jpaV wd} 

faulty — It didn't take very much time read ttar messages twit ' 

f - A the laboratories development came to an ignominious end^l But I'm glad to say 

• •- * 



.'•* ' tbatjwaa an unusual Colonel; those who came later were much more inclined to 

,v 'h 



ji 4*’ 

'* 

i ■ * 

A 



•*. - take advice from persons experienced in the field of cryptology. 



. ‘f 



■ - s W*-. - • . 

’ “ * . il- . + . . *» 



. devc^JU-tmWfi- 

- , . Sow we. come to a development which is of ^eep interest to us. Here's a 






4‘- 






picture of a gentleman named Boris C. W. Hagelin, a Swedish engineer, who was 

V. X X < ..f K ‘ ‘ . ^ 

respons ible far the invention and development of one of the machines that^ms used 

- ’ 4 1- ‘ -<■. ' 

* ’ " * *, ’ t •= 

► ^ ' J 



— a *. a “ ** 
* • ** ' - 
7 * 






. 4 ? * *■ 
' ■« t ^ 



:- w ; -,*•> J "c.‘ 



r ! 

V 



b s 



in World War £1 1 a great quantities . Mr. Hagelin and I became very good 
friends after the war. I v&s opposed to tak£ng on Hagelin's device in 1940-41 

i a •< 

to ir reasons that will presently become clear , ' It wasn't a case of NIH— "not 

!'■>.* • , , , * , 

• invented here"; but the decision to have them made for and used by the United 

7 *r 

’ . ♦ 4 

States Army was a decision on a level higher than my own, and X simply accepted 

-•V V • &wv fa**f** 

• it, £t turned out, X think, that ay superiors were right, for at least had 

lAJ^aAj ^ W,1W ^ i ^avc 

• .something^ wfareaS-JLf - they 'd listened to too w» 'wouldn't havs-. 

-Wd. r^W^L. "-cJi- o-^- in- s K«- 

How just a bit about Hr. Hegel in. He did vhat X best describe as a 



hysteron-pr oteroa . That's a four-bit ward 










>jM»nsl!~that 



Lt-ln the .everyday -sense; It 'e-ar four -hit 



from the Greek meaning to do a thing "ass -backwards". X mean that usually 



you go into cryptographic work and then you bare a nervous breakdown. He did 
It the other way. He had a nervous breakdown and while be was recovering he 



Invented this machine— and he made several million U.S. dollars^ That's 



mtbV cafe ^ . 

suj i he did a hysteron-proteroa ✓ 



i r-w , v • 

hysteron-proteroa^ 



. dc 
cA-o 



fcwJL i 



&v*SUob 

Here's a picture of Hagelin'a very first machine.^pty I've brought his very 



<^ 0 * I ^ UrtS-« 



first model&.ln fact, number one. a present from Mr. Hagelln^l 



for my 



museum.slM^^^n-^ye ps^tB^oar^f car th^jpuapum olTthe UnTbed Ststdf" urn 

CCfirfiltutloh XvehUe in Wahhingtogw It's a very interesting device. From 

Wu jt&w. fa d, 

that prototype we built in America ? f or World War Il^this six-wheel Hagelin 

if icat ioas ; and with American tools^ rather than 
opean mjft^imeier npcnlf isatlcaa and tools) ^>Ub astonishing number of^over 

1 - r * 

oftc hundred and ten thousand* et/$Mbde > 6 k oh l4 w te ** " TBgywgre iinnufactm m d ■ by - ihe 
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- known 



„ to ■wwyrrjf yijCTia^iravarter^-glfo • -Swt the H-209 bad a serious, a very serious 






fcrtf ^a« 1 lty-..nwp^«>n*a =rf-k>i tlffl+n 



msohaaiamfr- hut. I*» 



.ts cryptogr aphic 



dffisf erases, -about which I 1 11 tell you presently*- - This is a picture of ooo 

Q'^JL H' WO VftCtrt C.*-^ 1 *** / A>*^. 

'*’ Of the Hagelin machines as modified by some of our OI's in Italy. ^/ou know 

how resourceful* Gl's can he# they scrounged parts here and there and J&AyU 



Improved their machine to make it a printing model. See, bere^tt. the 

* 

keyboard, and here's the printing mechanism. Inside the cover is a cartoon 
of a couple of Gl's getting ready to test a home-made still for the production 



Of you -knew -vhat . The caption at the bottom of the cartoon says; "Yes, but 

- ....-•'•iRL 86-36/50 ’USC 3605 

. . EO 3.3 (h) (2) 

vlll the mm damned thing varkf" 



Sow, Mr. Hegel in proceeded to improve his machine and this is a side view 



of one of his latest models— the CX-52. It prints not only the plain text but 
also the cipher text, Jj*C- has a ciphering mechanism .that- afapresaate a -very* great 

\ ■ ^ — ’i. ir » 

JBhtfr O \ > 

" .-*— e - ** ** 

$4 n& i£ <* Jew the wheels, instead of being permanently fixed upon the shaft. 



are demountable and can be rearranged in 720 different ways. The stepping 
motion far these wheels is ccnQ>licated lf and as of this moment ve do not know 
h ow to so lve A thlB machine. ha s c e rtain w eekn e n sea^-aa-dld the K»209. 

' I — 

ItAhary-for the very serious veaknesa 




fa* 

with a quick review of the development of what we 



call electrical-rotor machines. Hhe first one 1 ahow--a product of the < 

- ■ , . U _ , .A 



Which- wma h e a ded by- Mi 1 7"Hage3^~«fcBH'i(ils "father' hoUgEt OUt ■"sr'Svfedlsh cryptograph 

■ ' -= ■>". - • r -’ *'■! +4SL. 

rtrttnjiftMj-'fn Stockholm— was not a real rotor device of the type we tyyr* today hut 



i -r 
* ' * * 



Uj^JMuifcv- 



X don't want to go into detail* . Z merely want to show the device. 4*tio davlro^' 
- * • j 



is now connected 



electric typewriter, so that instead of writing down 



•TyvVKsA.. Vik&JL 



letters one hy one you can make 



pelt a printed record. 



Up to that time 



Qa u«^>- 



devices of this sort were only of the. indicator -type of machine. You press a 

* A. 



key and tfeer light would light; you would have to write down the letter flashed 

v - EO 3.3(h) (2) 

v ■ , r ' ■ PL 86-36/50 USC 3605 

cm the light hank and wheels would step. 



T y,m -next si jft e sh ows -a-feetter picture of this mehiae~contf flUinfe h 



& / d>fejb vjiauQ 

re. w fa^ W °f swirsej 






l^als^en’-ClSgti'l'g^typetfriUMf . The next a*ep»-e g - se ugs e j- s a* m ad e -hy-Mr^- Hegell i i 



when ke made the printing mechanism an integral part of the machine itself . Here 



Is the keyboard, the printing mechanism, in here, and now the whole assembly is 

. A 

* J 

very much smaller and more compact . 

* * 

' , t 

How Z show a German machine known as the Boglma, a commercial model, invented 



add put on the market in about 1923-24-. It comprised a keyboard, a light bank. 







• V kef_i-U:A 634 . 06 . v 

. •' m®. ^ 1 '**»*■• 

' ' ■ ,' lilt of *\fictric wh*«i» called rotors, la this ess* the snclaher log -decipher lag 

*-• .*t * ; * 4 ‘ t; ■ 



1 .*? 
< * * 



■" / :-* - -vw; 

eircultr^ is mare complicated; it goes from a key of the keyboard, through 
\ these^Swtcrs and^lsteh^lhgeugh th s %fbo a bonk of fights^ vhe w eQa~ i 1 . l i ght en 



a- Isa -St 



*r c-f 



bwy. This reversing 



wheel is a 



very Important feature of this machine . ^ 



, V 



r 




_ "a. 

jttftUI a key, pmr of t.Vifftt rnrhlTn sttrpifi fnrtmrfl tCST the ^tapping 



(ledt&A+c 



“ . of the rotors is such that the machine hsfija. very^shart cycle as such things 

ge,^<#AvJI iS 5 ; it was a little less thon^that on an<roua^>f certain factors JfrSfl 

S, ‘s \ " ^“'- ; V’ V '^ - '' ^ /C 

j ’ into which It lsn r t‘ necessary to go. Jtftyl I’m got going to take the various j J 

■ " #Ft ' * * ’ a ■•"■- <Xt*A *Ma ^K^H-oA S 'UlX ^T> ^ 

^velopmentB o i that machine through World War ll. At the actnent , X want to ^ 



. . ? j * Swr 

o directly to the American developments in £&£** rotor machines. I^3jr-thria~‘ 



'V v 1 . 

} EueiiiDTl l~show a picture rf-s-a a n a med Edvard H. Bebern, a Californian, who /»<?<?.- , ^ 

% ■■ ;>W ■•'•■•■ 4 

independently. Jkihinhy thought of rotor machines . I asked Mr . Eehern one day h 

' ' ’ ' .' ■ $5 



, ~ Hi* . 



hoy he happened to get started on such maraud he said^ "veil, you see X was 



in Jailed t said; "In iall, what for? 1 * Be said, "Horse thievery.* X asked 



-.W 



j. 






v { J»lmi "Were you guiltyt " , whereupon he* said t "The Jury thought so." Xt was 



while he was in Jail, then, that Mr. Eehern conceived the idea of a cipher 



;-*w *- 






machine . Here Is his very first model « tiuilt piwsiiimtily after he got out of 

- " * ' , * A „ e^r 



■*r. • 



M * ' ^ - # 

- • Jail. It has a keyboard, a left-hand stator, that Is, a ring of 26 stationery 
'<* • 4 vjl 0 ^ k^LIlXj J&- gpeQ uApm, «k, ^ 

£ contacts^ arranged in a circular fashion^ a rotor of 26-points, and an exit 
•■• utv-o v-o Ao^W^^Ia* S-vus, i/> \Jt4jdT'>#~ 

■j 'f tator of 26 contacts cm this side. ^ You press a key and a laaq? lights, ftart '5^ 

one rotor «pr in his first model, which he built In 1922 or 1923 for the Klu 






"■* , ' ’ . -A 

y. . Klux Xian. Here is the first printing model made by Mr. Bebem — still a emm* wheel 

. . •».- - - • . ■■ - - ' < ... , 






0b one -rotor machine — with a keyboard and now. an electric' typewriter connected 

r ’* 1 -1 . * 






#>*<•> fc« 






fls. 



a 'V 

’n-isi- 



> - >. 



v- v; 
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jO 

IT* . 




.-thereto- 



lureff ia sy-llbrary « brochure vblehrvenfc-vlth-.-. 

' ■ ltJs--erYwry crariotfa one Interesting thing about 

* ,* ■*' ’ . ft fc ^ . '■? " *• 

* 1 * » - 

■Mr* beherq's rotors is worth noting. Be didn't have absolutely fixed wiring^*- 4 ^ 

/SoHrO J jjer/ 

‘ these are detachable vires, tn4 th** next. t 1 -«-> etie Midland 



►yatfesae#. showing thal^ST conceived (at an early 'date) the idea of variable 

A * p. ' * 

: jLj . 

ecOnedtlozui M rotors. This is an extremely important feature of any kind of 

• xV A 

■. a rotor machine^ This shows his next step. Bov we have three rotors in cascade. 

*•' • • - . •■ ■ •' - > ■ 

7 - • e. 

- • 1 ■ - 1 

this, too, was a very important step— the cascading effect was a great advance 

* , * . f * -i * ■ j - j, • ’}, 






j 

:/ -a 



in connection yith rotors. Here I show his next development— a 5 -rotor machine. 

. W ■ , 

' M * v . 1 ' - - 

Here.. are the rotors removed from the machine to show you what they look like. 

d-Q a*j^- iJlto-aa*! 

They were still variables -you could take vires and rearrange “ 







lB • nlnterMtla « coanocted vith 

'tVkW-cA*- W. 't^CUQL ^ 

nee tMnnr mmli ntmihet'n^ <fn n -f mVim* Manlt4 



that model. The Havy Department was very such interested In cipher machines 






JA 



toe these-vers 









they absolutely had to have far speedier, communications , 

A r ' 



'from Washington to the fleet Commanders and, of course, for intra-fleet 

^ ' ’* 

a* a*t? «. «=u» .* t&r 

- , , ' I ■ . ■ 

- 1 V ^ 

tBefeggrmsa^ M SS iued i ihea; goo&,bgt^^ tha.j sa whiue - t h e y tfronght they 

- **— - ' 

4&y got an appropriation far the purpose, a large sum of 




- * 



’Money for those days, $75,000# dW&t they proceeded then to negotiate vith Mr* 
t . , . wrt^o puvHsev "V&a. u*!”' tfjs 

. Jfebern, yp-tbat-timejr ia TOMnesdr and" cipher section*. ..there was vrT!ryptnmi^ - . 

* ^p-V °‘ UN ^ a ^“ w.» J >*vA /ft> i* v ^ft-f ^' l . n .fr tl 

jb£ pnrMi Vt»™ ft-yyp-^ to-bee lady, Ujadehe was <*uite able . Sbe-vas the^oee 
■- Vend. Vo vuaeJkv*^»a. ^Arp ( ^t^tv 

ylto-iaxitfcJfc — Ha»ra-r«ady- to j odv* from , a three -yheeLL to arl va-wheel aaohine 
v /teXAr^ua, . 

y d vhenae finished the .'develooneat- -of the l att er" an d- he seemed to he on the 



-$ 2 - 



- ■* 



* > » 
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»i* -- **r ' <.'• _ ' . * ■ y- • - . a i j *_ * .®"- 

- \; , -v* 1 *‘r •"?* 1 1 -- 

■■ v ' , -y , 

-Jfoint of getiing''& good-slxed order from the Havy Department, be offered and 






«*< . 

^ - - 



” |^ ac ? eptedf ^ a^^ive rffer to come tbe Habera firm in California. 



singular so much, but the fact ia 



* * y.'Jp apologise for la^odiuii^^the^irirst person 
v - • ~~ •— » 



- V 



isldent of the Maval Board th at had heen aas jjmwh ' Ao -Btudy the machine 

• pJ ,4^1 1 persuaded tbe Var Departaent to purchase eae yotf th e m from Mr. Bebern. 

. ^ . • ‘ -• 

it for .rae VMi.-.ttoe. or four Voelc. the vhoOe of >gr 

a- « - ■ .► 

- - * 1 * ■U' . t ' -j , , 

-j\ * f ; * _ ^ _ • 

"■ , outfit .consisted' of myself and a World War I veteran, sin' ex-prise fighter, with 

v , t 

•" '■i.’s.V croffsdd -eyes and caul if lover ears; the only thing be could do was to type, and 

vV ’ - vf ‘ ■ 

. ... 1- ' ■' -** A 

/• " - . V r , * " - , 

*‘_X pky say that be' could copy from draft letters or cipher text with absolute 

' “i & k , - ‘ ■ - . . 

: • • . *. , - ./>■ . . ■ 

. ' \ - J k # ^ rf *_ 

. /; _ -■ gcbuf&ey, but that f a all, ha could do. Vbm rest of It was up to me. As X say, 

*• ^ ’ > "V- . ' • *f. /. 

.♦ ■" . * _ 4 • > b- 

* * * _ ^ _ - - 

. X studied the fiebern machine until an idea £ar a solution came to me, whereupon 

»i ' * -• . ' • ' . - 

— * * - • • 

' , . W,i ■ . ‘ - ' ■ 

* ^ ■“ ^ * ■ ■* % 'j. » - 

- • x vent over to the Havy Section, which was then in charge of a Lt, Struhle, who 

>■ . - . , r? - • *. ; . • 

- ■'**+ ■ 



now is Vice Admiral Struhle, Retired, with an enviable service record. I said 

«'**-»• a* - ' » • 

:y - 4 



-* * ^ 



- * -- -A 

' A ■ * ' *■', •* r .~+ - f 

to Struhle, "Lieutenant, 1 don't think that machine is quite as safe as you think 

. ■ - -* - . . - - : ■ * - . 

*■ • ' ' f *' . • l 1 - -- ^ 

' it ls. M He saldt ”0n, you're craryl " X saldt "Does this mean that you 

, -*• - e r f- 

4 , - -• •*. ' % ^ 

- /*■' r J. , i ^ t ^ t “ 

.. =. ' challenge mo?" "whereupon he said, "Yes." So 1 saidt "i aocept." He asked i 

“ if • . * . " * 

*■ ■ - ‘ l 

■:•: j -■■ .sr vT . . ; , 

■ ' - •* * • - - ; ~ .. , ' • 

"Well, what do you want in the way of messages?* dQBr X Saldt "How about ten 

• * _ ‘ . , -* m - j . i 

% ^ - . 
r *. : * , * 

• - - . " . . 

v ^ ‘ t f ‘. . . ' /' 

/■> put up du your machine? n He gave me the ten messages and with some 

* p% 1 . t •* 1 - : . . ' 

typing help from' that ex-prime fighter 1 worked on them until I got to a place 

' ' . V ' 1 ■’ •*/* </ J *, 

• ..sti, ' y »V - ’■ • 

1 . • r ; , ,, ► ^ ' 

-ohC day, at the close of business, when 1 had reduced the text of one of the 

‘ ^ *• . \ - . . 

; • # - ’’1^ « 

" # ^ ^ ^ /. r „ .fr* - s + ^ ~ x ' 

- kesscghs to' m wu oe ar^ Rbe ■ it-v-to its 

'♦ ■ ' r.' ’‘“w - f - 



* S *■' 



'.'vv simtplest terms* X knew that in the first line of t 

r •. ", . - 

T » ■! — - - .- : j 

t r - * { J ' /-■'/ . ' : 

. f i -•»> *,<■. ^ i V ;• ,>v 

■,> ■»* . . ’ > jr ■ » . •» . , •' j w i * *> -i. _ * 

;• ; • .$** ~rg* . .-S3- 



* P ^ 

v i j * ~ • '■ 

the text of that message the 



{ - 






- ►. - 






* r- 'r* 



$EF t ID : A634Q6 






♦ ^ 

■/* 






•- I*.*? 



f-, 
r . V» 






$ -» * * 

• £>VK*-oi2l&^ u>6Aq_ ^ 



4-- 



Iftttera which vere the same hut I didn't know what A let ter^| Let us say, for 



Instance , ' that the first, the ^seventh, the ninth letters vere the same, vhat- 

» t -* 1 ■ - - ' 

r • , 1 ’t ! * 

, ;![ i V 4 ' f ' , 

ever they vere; the second, the seventeenth and the twenty »thix3i vere the same. 



and so on. That's all I had when X left far home that evening. We vere going 



—•A. " ' 



to some sort at a party, and X had these letters In toy mind, at least the ones 



,■ that Vere identical and their positions. 'As X was tieinga black tie, it 



- v 



' . suddenly came to me, and X can't tell you to this day just hew or from where, 

t * , . . * i ■ , 1 

a. 1 , 

. W « , . 1 B . 

but the whole line of text fell into place with all the repetitions in the proper 
placet "President of the United States." X could hardly wait to get to the 



?• office in the morning. and to my intense gratification X found that my sub- 



y 



■ 



^conscious guess was correct. X reconstructed the ten messages, turned them 

% V . 1 * • '• . 

ey%r to Lt. Btruble, and there was a considerable amount of excitement after X 

* ’ ‘ * i 

- “ _ • r 
* - \ 

. showed him how X *d reasoned out a solution. The Navy Department cancelled the 

" ' ‘ ig ’ - '' _ . IV - . - 

; order that they had placed; the fiabern Company, which had been selling stock 



6 . 

*» V m * 



4 



\ 



on the basis of great prospects, vent to pieces# A s r eBsvyll B p e r’taBg t lady 



vhe^^oiaed the Hebera firm lost her job, and begged to be imten^Baek^'- Mr. 



■ ^ ^Hehern, trying to recusitate what he could from his .unfortunate encounter with 

-* * ** - - A 



' Eh Unknown cryptanalyst, bought stock In the Southern part of California at 

- , „ . - ■ * . 

* * 4 ■ v - - . . . ■> , 

T. ** + ' ‘ ' 1 * J - - 

, 4-0^ and sold it In the northern part of the state at about $2.00. The 

t ' — ... i 

: ... ' i 

\ t f m ■ 

• ■ , California blue Sky Laws didn't like that sort of conduct and Mr. Hebern spent 



i * ; a year in prison. ^ 



X’lRjUtt -you won't think 1 am nctar by shewing this^-I saved the paper which 

~ « — * T _ ■ <* " - 



S'. 
* .* * 









Jh‘ * 










J \ 



REE. ID; A6-340 6 



^ ' UJ*J« >00*. 0Orfr 

had the text of the first message which ^L-w*» able- to solve^in . that^thiag»--*An* 

■'*' : ' - . Vv|is- Qi. ^ o " 

by the way you will forgive me if I say ^ the aethode t h e fra s^Tte devlsejt at that 



**, - 
-j-v . 
5i 

-? ^ 



tine far the solution, of rotor machines and rotors In cascade ere practically 

■i * ’ v‘ ‘ ^ f 

the same today as they were over twawtSy-five years ago. , Tfiw Navy decided that " 

■ .>-■ - • , 

■‘ . - ‘ Ra^r^-" 

.. the Bebern principle was still a good one and^want ahead with Hr. Hebern after 

» * ■ ' ^ ' j ' , . i 

be got out of prison, /$0 d^l»heg a~ built acaB"B5Eft-~ mcbi fi ea^fcr^^heaa.. Here's a 
picture of the .last _ machine or - •^^rgiKXKxy^toeiijfKXgtytkextastx 



V^5£^. 







put up ’by U MT l Tay 




/ 

factors '!$£' Havy^uin * t ' satisfied' with the 

pr inciplea^j Beemed satisfactory, 

evaluating the security afforded 

stepping' not which the Navy had 

nevertheless it had 

challenge messages 
"v 

!a a- -picture of the last Tnacfaiae- t hat Beb e r n built 

) &+ ' Jr **. ^vulsaJL*^ 

■^er-^shailia sjps ’ V -Be wanted to get paid for ilj^bui there vaster hitch— 1 ttes^lA' 

was pointed out to him tkats&he. machine -dldn^t weari^, he saidi "Show me where 

' ... • „ . -A 

It says in the contract It has to work", and when they couldn't^ he was paid off. 
.the Navy then decided that they had bad enough of Bebern and went into research 

. r . . > 

* 1 * - » 

« . , . » 

and development themselves . They had a laboratory established in the Navy Yard, 

•- •< 

, * - 

with a very able young man named Seller, now a Captain In the Navy, who did some 

* • * \ 

. v *■_ 

* ■ \ , • ■ j 

excellent developmental work. Years later the. Bebern heirs, brought suit in the 

• .. , ' “ ■* * e - , ' 

./ « j * « 

United States Court of Claims against the United States for $50,000,000, believe 

- * - < 

■ ... ‘ . ’ 

, v -■ ■ -65- 



* 
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.it or not. The case has been pending far a number of years and the last I knew 

- + ' • '* V' i * 

or it, which was about a month or two ago, a settlement was in prospect for 

* i - A ' r ", 

* 1 - • ,,P 

_ . „« i * , . r* - # * 

.about $30*003. That's quite a discount. I might say that ^ ex c ept - f o r t h e se 

^ 1 } 

V i " . * 

, ; 1 , 

C h a ll e ng es-- and- aaeeptancee »of challenges^ there was very little collaboration 
between the Army and the Navy cryptologic organisations in those days before 
ftearl Harbor. Each Service bad its own secrets --which was really too bad, 

L - ■» . * 

* * . W. 

.but the situation was mended later* as ve will have occasion to learn. 

r * i 

How, I'm going to show you a few slides of the Army developments in crypto- 

‘ r . "* 

machines. This, after the debacle I've told you about, was the first shot that 

*• ': - - . y-'** - ■- • 

v ■* . ■» 

' vt in the Signal Intelligence Service in the Office of the Chief Signal Officer ^ 

" ofr -4** 'Ha. 

" bad^a developing a machine (in Washington^ It had a keyboard, a light-bank, 

*>-r otars, and nov an interesting feature— an external keying mechanism-. — Jfedfcljr 

" ' - A 

■ * - ■ < * 

li ar th ' ia-f diald . I had ccme to the conclusion that internal control mechanisms for 

stepping rotors had a fundamental weakness# I felt that you must not make the 
rotors depend upon themselves for the stepping, and I conceived the idea of 

■ A 

* 

* 

having an external key, for example* a teletype tape, which would step along 

r 

,and control the stepping of the rotors in random fashion. These tapes were 

* . 

- r i 

a * 

Composed of a sequence of random characters so that the rotor stepping was 

*■ - i 

quite erratic, and that was our first shot at it. I think the principle is 

still quite 8«r*^ This is another view of the same machine — here is the tape 

transmitter, the rotors, the keyboard* etc. Thia-we ^Y s l o w ^ m achiaey e n ti re l y 

A 

v 

tee-s-Iewy- b ecauee -it dida *t~ print " 1I »^T^tatg»'^Hext we had a printing-models 
; - 66 - 



s y 

4. 

> ■■■■ 



***£. 
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•V* * trj , ^ n p.^~^th^-^.trc Ba tU tyy.wAMr- X think this v» <*» 

- •• A A A- ’* A •- . . ■ . . . . ■ • 

v ’ \J ^toa Wy early ssrfeliAWHrt^ eoatroned. 

! ; ■ >v ' * cW .a - Jr, .• ^ 

• '; ; ' fc^-twpe- bad boxes of M**#* about ldfjapes 

v„ * . _• ' V . " ' ,*v ’ 1 * « » . ' - < ^ . v 



*r V .«■'*“ •' -. -* v ‘ J- *. 

^-* - . . , 






from which you could mate the' selection for the day according to the keying 

- H. r * \ ■ $!>• ■+ • *• . k , 



■ ‘ .v : ■ ... ; •* •■/■; .■ . •• ■ • v jr~ 

'. tpawmtL «fc» >rtV . r »Xe g->° lA tto -ywiniM »t»rtt«g flaw tM**. 



. -?'- 



‘ \ i [(%xn fitfli’ tineas, < course, was the Reduction and the distribution of the 
* V » tapes - This was quite a headache and^the tapes .would brek after they had gone 

Vr- •' W" ^ 

; V * times. gh e *r my ,U v ^ o r « ftnt a.. a ^^ 

; \ ,1,1, iMVirA f)k|^ — Ju-xalL — UmanML vctu. see a ^ide>-by^ide arrangyiaant, keying 

t^* " I 1 >r* ‘ 1 1 ’-»* - — ’ « 



“ ■, *»', 4f * * * m u “ * 

4 '- J " **chanlk^^ - vAhad 'about 75 of these manufactured by a 

' A 'A V*',' n ’ ~'.’A . * . V 

W conkrh in Nev Jerky that was n^t par UcularlygifteA in the typewriter art. 

•>' 4 X*:' ‘ * * * . . . • * . ' 



•A : aacfikes functioned all right but Wore even tea of them had been produced 

AW- -■*' .. * ' ‘ 

* ' hiVupi 1 n^w principle for the control of the' rotor stepping. I tried 

«.'*>• V - % 1 '' * • - - . . . 

■ - rt - - *ik • 

' _ A'“ j^'kry best* to get the Signal Corps to change the development right there and 

, ♦ > T «■ # * * • 

w ■ 3 ( 

! y ^.f then' and shift to the new type of control. 1 was practically thrown out of the 

‘J. * , - 

A . ' t ’ ' '* „ , 

offi'ca of the chief of the division with the remark, ”Go back to your den— 

• A .. '. ' - aj 2 unu*? 

; yon inventors .«e all alike. ‘ A new and better Idea every day. ' If ve^lftten to 



t ■» 



. - - ■ .\ N - " 

-■ . you, vii 'fy&M never get anything out." So we put the idea on ice, that is, in 

,: - ; . T : . - 
A' , > * * 1 ? 

■ i, - kcrdcA t Will switch now to the Mary MARK I £EM, the electric cipher machine, 

* «* ' 

‘ ^ * 4 * ^ , ' 

. ^esign^, developed abd built by the Havy without any help from Hr. Hebern. It 

f m _*-»■. . I* 

_ „ , t %*». • % 

* ' had aWt^e'of control mechanism for rotor stepping. Wed upon the use of 

■• ■.•'*,* ... ^ , 

1 - u 4 i?l haj 

; " Bowden or flexible eebles. They were tricky and gave rise to a lot of difficulty 

v- ' 

* . ^ ^ * 

' =: - . : 



t , i 



i* f *■ ■ * * v. 



*■ > 



"Afc- 
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V. 



- t*v . ' * 

“ > 



but aver and beyond that the machine had a fatal security weakness. It had a 



- * -V 

, f 



iey length of tremendous length hut with only 15 different starting points. 

* v&m/'. flJjnrwV •» o.. o-go- 

fiov this came to he the case I do not knew, for there wasn’t any coordination 

^ . *. . ' ' . 

Oh collaboration in those days with Army cryptologists— we didn’t even know ’HaT’ 

* ' •- ' ‘ -*'* - ' , . * ' r v - 



+• ' 



lias such a machine built by’ Navy. Bach service went its own way. When 



\ Ve ‘ ‘ - ' . » .• 

• ' , : 

. there cams a change in command in the Navy code and signal section the new head 

• ■ ■ % -i 

7 *| .JW ^ ^ . ^ * * 

decided that that development had gone far enough and he wanted some help from 

t* „ ' ^ ' .t ‘ k 

•c 

the Army if he could get it. He came to see me one day and told ms that they 

.. *4 * - .1 

* - r'W 1 ' * 

*>i r 

were In difficulty and needed new ideas If we had any. I saidt ’Veil, we 

- *■* 1 r „ i ‘ J ' 

f* r m * v y s . * * -• r a - 

have a good Idea hut it's secret." He asked t "Well, what do you have to do to 

• i • ’ ’ . , 

, - * * ’ -r- «» 

'tell met" I told him* ”1*11 have to get permission from the Chief Signal 

. 71 __ ‘ ^ , 

I * < ~E. S* t ‘ jl ' 

' Officer 1 , which X proceeded to do. X mention this specifically and ask that 

*■ a ~ * 

_jf_ _ ^ * 

you believe that this was the situation In those days — there were Army secrets 
. % ‘ ^ ‘ * - ■ - . ' 
and Navy secrets, and never the twain did meet. When I told the Chief Signal 

♦ . - ■ - . 

Officer what Navy wanted, he promptly said* "Of course, let them have it". 

* . 'u- * * fc ' . ' 

v • rf. ' ' t 

* _• rj ■ , . \ _ ‘ ^ - - - 

So I told the Bavy about the Army idea for rotor control; X showed them the 



circuitry and after soma delay the thing was adopted. The delay was caused by 






S * Vy *T i ttat ** 1. «*Ui»d M «t. or U or «. rotor.- 



J&C& A'- 

‘ good ci 

■i 4o £^> Je^teK.cJL unM. W 'to kb 



they were having contact troubles with their rotors*-- But the machines were built 

' ■ *■ v . 

* , /■ it, n** *■ - „ * 

\ 

1 ‘ ^ * • - - . 

by the teletype Corporation, a very competent organisation, and were highly 

i - # .» 

* , 1 » v • , 

successful. Here is a picture of the MARK XX BCM, Navy terminology, or the 

- . ’ . r/' 

SIOABA, Army terminology. If it hadn’t been for the fact that we got together 

•*. i * - , , ’ • , ■ 

; ‘ ‘ V , 1 

before webecaae belligerents in World War II, it would have been extremely 



V 
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- u*. lu fiK Wo 

. '-/ v difficult tor the Army and the Navy to have any inter -conmrunicat ion at all. 'Che 

. i - • I'"* ‘ • *T> A. ' A 



* Vc^- /dhuff 

• ‘ ‘ _~ 4 . . K . - ^ a.* * ‘ _ a It - * 



*, tmly thing that ve had a w - a -^ Uogoputahl e hand-operated cipher using pencil 

/- v - . . ,,N A 

’ i -. • ' . 

, - i . -- x # ... . -■ 



T «nd paper, which had been adopted way hack in 193 di re ct io n of t h e C hie f 



The Chic f ' uf Na v al - -Operate onsyaad thaVa-aHr- thara 




: . - The strip cipher device ftg y flbdr ha ve b ee n adopted for A Joint communications 

Tr~ " ._ ua, _ jp 

^nrh iregn r ti . Fnrfm^niltf^ the BCM-S1GABA came A Just in goo^tlme^ and ^vas used 

“ . * . " ' ' V - * ' 

lu T '■ * * _ t 

"frith great satisfaction on both Bides* I-aa wy h a ppy tc^aay . I might add. in 

if \ * - * 

# ’ ' " ’ ~ 

it* 

closing that 1 — * .deat.Ayasesdag that,- to the best of my knowledge, this is the 

» i ", 1 , /' ' .i 

• ■ Only gadget that was withheld from our British Allies. Although they knew that 

“ i , * 

-■* afQdt*~X~ 

' we had a .machine of this character and although ve^ knev^their type of machine, 

' / /AJttO Jr d-Owww, ^Vwk*&. 

at all happy, it was our policy on the U 



jj' vUh yhl sh nrltbp- they. 

nt '■ 



H-"** J. 



- - •* 



.... fc* Vlu>J~wJt 

highest level of the Army and Navy, to withhold t^ts from the British. There 



•• r ^ 



. •': 'f l , ■ 

■ ' ■ Van a Struggle far several years on tills point until the recalcitrant people 
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